
ere you one of thousands
                 of Americans who received a

gym membership gift tucked
neatly in a card from a loved one?
Across the country millions of
Americans are jotting down resolutions,
most of which have something to do
with the three Cs: calories, cardio-
workouts, or carcinogens.

Resolutions about the three health-
inducing Cs are awfully tough to keep,
as are risk management resolutions that
could change the health of your
nonprofit. Does the organization you
serve have a mission worth preserving?
Are there any risks lurking in your
nonprofit’s future that could spell
significant set-back or disaster? Are you
losing any sleep about risks related to
HR, financial management, fundraising,
reputation, or staff/participant injuries?

This article offers some simple but
important Risk Management
Resolutions for 2005. The resolutions
can be easily adapted to reflect the
circumstances and resources of your
nonprofit. And best of all, they don’t
require the equivalent of giving up
dessert or enrolling in a spinning class.

Remember that the Nonprofit Risk
Management Center exists to help
nonprofits address risk management
challenges. We’re here to take your
phone calls and e-mails on any
imaginable risk management topic. We
offer frank risk management advice and
point you to resources and materials
that will help you better understand the
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dilemma you’re facing and the
solution we recommend. To
access this free service, visit
wwwwwwwwwwwwwww.nonprofitrisk.org.nonprofitrisk.org.nonprofitrisk.org.nonprofitrisk.org.nonprofitrisk.org and
click on the ADVICE tab. Or
give us a call at (202) 785-3891.

Resolution #1
Blow the Dust off
Your Policies

Throughout the year the
Nonprofit Risk Management
Center receives phone calls from
chief financial officers,

Visit www.nonprofitrisk.org to check out a
special offer from the Nonprofit Risk
Management Center. The Risk Management
Essentials Series takes the guesswork out of
building a library of valuable risk management
resources. We’ve assembled our best-selling
books whose contents apply to all nonprofits in
an affordable package. You’ll save 20% off the
price of the books when you compare the cost of
purchasing them separately. Plus, shipping is free
for the bundle, and we’ll send them to you in a
handy totebag. The cost is only $129. To order, visit
www.nonprofitrisk.org or call (202) 785-3891.
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Risk Management Resolutions
continued from page 1

executive directors, program managers
and board members who ask various
forms of the same question: “How will I
know if my nonprofit is adequately
insured?” During the conversation that
follows, a staff member of the Center
often asks, “Have you read your
insurance policies?”

Most callers quickly admit to having
never actually read the insurance
policies purchased by their nonprofits.
Most callers can name the insurance
agent or broker who sold them the
coverage, and a small percentage have a
clear idea of the exposures the policies
address. Yet only a scant number of
these professionals responsible for
managing their nonprofit’s insurance
program have taken the first and
perhaps most fundamental step
necessary to discharging this fiduciary
duty.

Reading an insurance policy is not
an easy nor necessarily enjoyable task.
But doing so almost always opens the
reader’s eyes with regard to how the
coverage works. See the sidebar on page
7 for steps to reading your policies.

Resolution #2
Establish goals for your risk
management program

It is not uncommon for risk
management activities to arise in a
nonprofit even prior to a conscious
decision on the part of the
organization’s leaders to embrace the
discipline. For example, many nonprofit
leaders who report that their
organizations have negligle risk
management activities later admit to the
existence of a rigorous screening
program, periodic training for
supervisors, safety training for
volunteers and a long history of
purchasing insurance to finance certain
exposures. The elements of a risk
management program do indeed exist,
but the elements are not linked or
effectively organized into a risk

management effort that looks
backwards and projects into the future.

The process of formalizing risk
management in a nonprofit begins with
a goal-setting exercise: What do you
hope to accomplish by stepping up your
risk management efforts in 2005? What
are your top risk management goals in

light of past losses, current concerns,
and changes looming on the horizon?
An organization’s risk management
goals will also depend on the number of
losses it has incurred and whether it
changes minimally from year to year or
expects to grow exponentially in the
year ahead. They also depend on its risk
management appetite. An organization
with a hearty appetite for risk-taking
may vow to gain greater control over its
risk financing strategy by shifting to
self-insurance. Another nonprofit may
choose to focus its energies on avoiding
recurring losses while a third
organization may identify forecasting
catastrophic losses as a top concern.

Another aspect of goal setting
concerns the role of risk management in
the organization. Some nonprofits
aspire to involve personnel throughout
the organization in risk management
activities, from managers to line staff to
volunteers and participants. Other
organizations aim to consolidate risk
management responsibility under one
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Risk Management Resolutions
continued from page 2 Peter Bernstein’s Big Ideas

This sidebar is reprinted with permission from Risk Management Reports,
the monthly commentary on risk management issues written and
published by H. Felix Kloman. For more information on this informative
and thought-provoking publication, visit www.riskreports.com.

My favorite guru, the octogenarian Peter Bernstein, the author of
Against the Gods: The Remarkable Story of Risk, was the subject of an
interview with Jason Zweig in the November 2004 issue of Money
magazine. Zweig called him “patience personified,” a characterization
to which I subscribe. But the best part of this article was Zweig’s
synopsis of Peter’s four “Big Ideas.”

1. Anything can happen. We do not and cannot know the future.

2. Whether you should take a risk depends not just on the probability
that you are right but also on the consequences if you are wrong.

3. The riskiest moment is when you are right.

4. If you’re comfortable with all you own, you’re not diversified.
Diversification is an explicit recognition of your ignorance.

Marvelous words with which to start the new year!

expanded or altered to reflect the
unique nature of our operations or
our special circumstances?

❑ Does the wording of this document
suit the culture of our organization,
or does it contain archaic or other
language that contrasts brightly with
other policy documents?

❑ What additional issues or concerns
should be addressed in our version of
this policy (e.g., the fact that we
work with vulnerable clients or the
fact that we’re located in California
and special rules apply)?

❑ Who else should review this policy
prior to its adoption to make certain
it reflects our circumstances, is legally
appropriate, and will be readily
understood by all who must follow
it?

A related but also serious habit is an
untethered fixation on benchmarking
information. Each year many nonprofit
leaders (and a handful of student
researchers as well!) call the Center to
request detailed data on the “losses and
insurance purchasing habits of
nonprofits.” Keep in mind that risk
financing measures must always be

person or as a department.
No single set of risk management

goals will work for every nonprofit, nor
is there an ideal structure or framework
that meets the needs of a single type of
nonprofit or all nonprofits.

Consider your risk management
goals. What do you hope to accomplish
in 2005 with regard to:

❑ Protecting assets (including
reputation, and financial,
property and people assets)

❑ Planning for surprises
❑ Forecasting trends
❑ Financing risk
❑ Managing key relationships
❑ Working with outside advisors
❑ Involving key personnel in risk

management activities.

Resolution #3
Kick the template habit
(or cutback your consumption)

The second most common call
fielded by the experts at the Nonprofit
Risk Management Center comes from a
nonprofit leader seeking a “template” or
“sample policy” that “I can use in my
nonprofit.” The desire to avoid costly
legal expenses is understandable. And
the goal of developing new policies
efficiently and without delay is
admirable. What gets too many
nonprofits into trouble is the tendency
to take another organization’s template
and simply change the name at the top
of the page.

As risk management consultants, we
have encountered numerous examples
of employee handbooks and bylaws
containing clearly inapplicable sections
and provisions—most came directly
from a borrowed template or sample.

When adopting a sample policy or
template provided by another
organization, make certain you review it
carefully and ask the following
questions:

❑ What items need to be deleted,
continued on page 4
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continued on page 5

designed with the operations, risk-
taking appetite and special
circumstances of a particular nonprofit.
A $10 Million limit for Directors’ and
Officers’ liability insurance may be ideal
for a neighboring nonprofit but
excessive for your organization—even
though your annual revenues and
expenses are otherwise comparable.
Learning from others is a valuable
exercise (see Resolution #7), but focusing
too much weight on what the Joneses
are buying takes time away from
developing a truly effective strategy that
meets your risk financing needs and
seizes on available opportunities.

Resolution #4
Conduct a risk assessment or
risk management review

This resolution is probably the most
difficult and time consuming item on
our list, and you deserve a note of
congratulations for even daring to add
it to yours. Undertaking a risk
assessment requires more than a change
in philosophy or approach, it requires
putting facts, figures and analysis on
paper. A risk assessment is a thorough
review of an organization’s exposures
and strategies for addressing those
exposures. When the Nonprofit Risk
Management Center conducts a risk
assessment as part of our consulting
work, the process generally includes an
insurance coverage review, whereby we
match existing insurance coverage (or
other risk financing measures) with
exposures and offer an opinion about
the adequacy of coverage.

There are two general approaches to
conducting a risk assessment: (1) hire a
third-party to undertake the review; or
(2) design and implement your own
strategy. In many ways the latter
approach is best, because an added
benefit of the process is your immersion
in your nonprofit’s risks and strategies.
At the end of the process you will have
a greater appreciation for the risks you

Risk Management Resolutions
continued from page 3

face as well as the existing strategies in
place to manage risk. You’ll also have a
keen understanding of what additional
work needs to be done.

However, a growing number of
nonprofits (particularly medium to large
organizations) find that the complexity
of their insurance programs and risk
management efforts have outpaced the
staffing of the risk management and
insurance function, making it

impossible for current staff to undertake
the risk assessment. If this is true for
your organization, obtaining help from
an outside consultant is a sound
strategy.

A word of caution: many nonprofits
report that they have undergone a “risk
assessment” conducted at no charge by
their insurance agent or broker. While it
is possible that your insurance
professional has undertaken a review of
your exposures, we have never seen a
pro bono review that consisted of more
than a cursory review of risk issues with
the focus entirely on insurable risks.
Furthermore, there is an inherent
conflict of interest present when you ask
your insurance professional to conduct
the review—few, if any, will identify
weaknesses in the assistance you are
receiving from their firms or errors they
have made in placing your coverage.
Interestingly, mistakes made by a broker
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Risk Management Resolutions
continued from page 4

continued on page 6

or agent frequently come to light when
the review is conducted by a third-party
consultant. The bottom line is that if
your nonprofit seeks help conducting a
risk assessment, obtain that help from a
firm or individual unconnected to your
current insurance program. At a
minimum, the consultant should have
no financial stake or interest in your
insurance program. This ideal
vantagepoint will allow them to provide
candid and valuable feedback on your
exposures and your coverage.

Resolution #5
Take a panoramic view

A panoramic view is invaluable as
you fine-tune your risk management
program. Unfortunately, too many
nonprofits continue to view risk
management narrowly as a discipline
solely focused on insurance or other
areas such as crisis management.

Organizations are well-advised to
look beyond the traditional confines of
the discipline and consider risks (threats
and opportunities) in all areas of
operations and activity. Keep in mind
that the risks you face arise in
traditional operations plus other areas
such as fundraising, board service, client
involvement, compliance with emerging
accountability standards and
stakeholder expectations.

Felix Kloman, a former board
member of the Nonprofit Risk
Management Center and highly-
regarded visionary in the field of risk
management offers the following advice
about the opportunity for a wider view:

“Risk management, particularly its
enterprise approach, is reaching a
peak in organizational attention....
2005 is therefore an opportunity to
redefine the process of risk
management within organizations,
a time to adopt new ideas, try
approaches and generate results....
Risk management is not just about
compliance...buying insurance, or

“...the goal of risk

management is to

enhance the

flexibility and

resilience of an

organization so that

it can build and

maintain the

confidence of...

stakeholders in an

uncertain future.”

—H. Felix Kloman

reducing personnel accidents, or
quality control, or securing data, or
protecting property or fairness to
employees, or even contingency
planning. It is all of these and
more. It tries to recognize
opportunities in risk as well as
concentrations of downside
outcomes and the correlations that
reduce them. It looks at
organizations as entire entities
rather than the sum of individual
parts.

That is why I’ve insisted that the
goal of risk management is to
enhance the flexibility and resilience of
an organization so that it can build and
maintain the confidence of...
stakeholders in an uncertain future
[emphasis added].”

Taking a panoramic view requires
that you seek the perspective of a diverse
group of people as you work to identify
and address threats and opportunities.
Some nonprofits tackle risk
management with great ambition, but
fail to consider the
viewpoint of linestaff,
service volunteers or even
the people receiving
services from your agency.
Participants can help
provide a wide-angle view
of potential problems and
the need for thoughtful
communication.

Resolution #6
Get to know your
advisors

One of the insights
that often results from a
risk assessment is an updated view about
the types of services available from the
nonprofit’s insurance professional
(agent or broker). Or an organization
may learn that it should be consulting
legal counsel more regularly for advice
concerning contracts with partner
agencies, vendors or other matters of
importance.

Unfortunately, too many
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Risk Management Resolutions
continued from page 5

continued on page 8

❑ Think about your professional peers
—people who hold similar positions
to you. Might any of the peers
you’ve met at association events have
words of wisdom to offer?

❑ Consider similar providers in the
vicinity, such as other groups that
provide after-school tutoring to
children, sports programs, social
services agencies and the like. Most
peers at similar organizations would
be flattered to be asked for their
professional insights, just as you
would if the circumstances were
reversed.

Resolution #8
Conquer the conflicts of
interest

Some of the possible consequences
of conflicts of interest came to the
forefront in 2004 in the wake of the
lawsuits filed by New York State
Attorney General Eliot Spitzer. While
the Spitzer suits and their aftermath
addressed longstanding and too-long
ignored conflicts in the insurance
industry, nonprofit organizations must
recognize actual and potential conflicts
of interest in all areas of their
operations. An important action item
for every organization is the
development and enforcement of a
clearly worded conflict of interest policy.
The policy must be supported by a
culture that deems conflicts and the
appearance of conflicts to be
unacceptable. For example, many
nonprofits continue to seek insurance
and risk management advice from an
insurance agent or broker who also
serves as a member of the board.
Organizations that find themselves in
this position should add finding
another insurance advisor to the top of
their list of 2005 resolutions.

Resolution #9
Involve your board

If you’re a member of a nonprofit
board, you can’t discharge your
fiduciary duties to the organization you
serve unless you are paying close

organizations view the call for help to
an advisor as a last resort. A better
approach is to view your advisors as
partners in your mission. Great advice
can help keep your organization
healthy and poised to meet its
ambitious goals for the future. Failing
to seek advice in a timely fashion can
lead to unnecessary turmoil, expense
and even disaster.

Most lawyers, CPAs and insurance
professionals that work with nonprofits
can readily share a horror story of the
client who “didn’t call me until it was
too late for me to help.”

Make certain your nonprofit has
ready access to capable, experienced
advisors who can assist you without
delay and at a rate you can afford to
pay. Remember to contact these advisors
as the project develops and before a
crisis erupts.

Resolution #7
Learn from your peers

Every nonprofit manager and board
member has an existing or potential

network of peers who have “been
there” and “done that.” Whether
you’re a manager who is handling
an insurance renewal for the first
time, a new CEO developing HR
policies for your nonprofit or a

board member charged with
responding to damaging media
coverage, remember that you’re in

good company. Colleagues throughout
your community have struggled

with similar issues and others may
be grappling with similar tasks at
this very moment. One of the
most important tools at your

disposal is advice from your peers. Here
are a few suggestions for reaching out.

❑ Consider whether you are part of a
network of similar providers (e.g., Big
Brothers Big Sisters of America,
American Red Cross, YMCA, etc.) and
ask whether a friend or colleague in
this existing network has handled a
similar matter.
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Reading Your Insurance Policy
Remember to always review your nonprofit’s insurance policies upon receipt. Before buying any new coverage, you

can request and review sample policies. However, many people find it difficult to fully understand the scope of

coverages without considering a specific loss. One approach is to identify the risks or types of losses an organization

expects to experience—an office fire, windstorm, injury (suffered by an employee, volunteer or client), auto accident,

theft, or other risks. Then, determine if the policies will cover these expected losses. Ask your insurance advisor to

assist with the review process. Here are the steps:

1. Check for accuracy. Insurance companies are notorious for issuing incorrect policies. The policy may contain

spelling errors, the wrong named insured, incorrect additional insureds, the wrong forms, or not include a

purchased coverage. Refer any errors to the appropriate insurance agent or broker immediately. Remember that

this is a contract. If an organization does not address an error, it can become a problem if a loss related to the error

occurs.

2. Review the rating classifications and other schedules. Check to see what rating classifications the company

assigned to your organization. The company calculates the premium charge based on certain rating

classifications. There can be substantial differences in the rates among the classifications. One insurance

company assigned a circus rating classification to a workers’ compensation policy for a nonprofit sports

organization. The circus rates were much higher than the appropriate classification of outside sales and did not

reflect the insured’s exposures. Ask your insurance advisor to explain any classifications that do not seem to

describe the organization’s operations.

3. Read each policy in turn and answer these questions. Does the insuring agreement cover each expected claim?

Is there any exclusion or other provision that eliminates or restricts coverage? Are there any exclusion exceptions

that restore coverage? What policy conditions must the organization comply with? Are the people or operations

affected by the conditions aware of them? For example, if the policy requires that a burglar alarm always be

operational, have you informed the office manager, maintenance staff, or other appropriate personnel? If the loss

is covered, is there a deductible? How much is it? How much will the policy pay for each loss?

An insurance contract is a complex contract with conflicting and confusing  provisions. You must read the entire

contract to fully understand the coverages, the insurance company’s responsibilities, and your obligations. Some

insurance advisors recommend that buyers review the exclusions and the endorsements first. This makes the process

of reading the main form easier by alerting the reader in advance to sections deleted or altered via policy exclusions

or endorsements.

During litigation based on disputes over whether coverage applies, the courts have scrutinized a wide range of

policies. Unfortunately, various courts have rendered conflicting

interpretations. In contrast, most losses do not involve complex policy

interpretations—the insurance company and insured quickly agree that

the policy covers the loss. However, you must know your duties and

responsibilities to qualify for coverage. Take the time to understand your

policies. Your insurance advisor can help you with this task. But

remember that you cannot and should not delegate responsibility for

understanding your insurance program to someone outside your

nonprofit.

Parts of Every Insurance Policy

1. declarations,
2. insuring agreements,
3. definitions,
4. exclusions,
5. conditions and, sometimes,
6. endorsements.
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George Head’s 2005 Risk
Management To Do List

In lieu of Dr. Head’s regular column, we

offer a short but nonetheless ambitious

“things to do” list for our readers.

1.  In each month of 2005, identify a new

loss exposure that your organization

did not face (or that was not nearly as

significant), three years ago.

2.  Identify a member of your

organization’s senior management

who is not a strong supporter of risk

management, learn how he or she

thinks, and convert him or her into a

believer.

3.  Subscribe to a general business

magazine that you do not read

regularly, and identify in each issue

two ideas or facts that would help you

improve your organization’s risk

management efforts.

4.  To stimulate others’ thinking and

talking about risk management,

encourage everyone in your

organization to tell you how they think

you could do your job better.

Risk Management Resolutions
continued from page 6

“Don’t wait until

risks materialize

before sharing your

view of the risk

management

landscape with

your board of

directors.”
Nonprofit Risk Management Center. She
welcomes your feedback or questions about
any of the topics covered in this article.
Melanie can be reached at (202) 785-3891
or Melanie@nonprofitrisk.org.

attention to the organization’s risks. For
some reason nonprofits in the U.S. have
been reluctant to involve their boards of
directors in discussions of risks and
corresponding risk management issues.

Yet when loss prevention efforts fail
and a nonprofit faces litigation,

keeping the board up-to-date
becomes a priority. We have alot
to learn from our counterparts in
Australia, where risk
management is viewed as a
critical issue for nonprofit

boards. Whether you are
motivated by the desire to keep an

organization healthy or position
your nonprofit to achieve its

ambitious agenda, keeping the board
apprised of critical risks and current
strategies is key to fulfilling your
responsibilities as an executive.

Resolution #10
Don’t delay

Some readers may find it ironic that
I’ve waited until the end of this piece to
address the human tendency to
procrastinate. Yet many good risk
management intentions remain in such
limbo. The most important message
about improving, expanding or
broadening your risk management
efforts is to begin as soon as possible.
Don’t put off a measured but practical
effort to involve others in risk
management programs or to take a
closer look at the insurance coverage
you rely on. Don’t wait until risks
materialize before sharing your view of
the risk management landscape with
your board of directors. And don’t wait
to reach out to your peer network or
professional organizations like the
Nonprofit Risk Management Center for
advice and assistance on risk
management issues. Practical advice and
meaningful support is available free of
charge or at an affordable cost from a
variety of sources. ■

Melanie Herman is executive director of the
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Have Expertise. Will Travel.
Via Cyberspace to You.
The Nonprofit Risk Management Center presents 12 Web seminars
February 2005 through January 2006, 2:00 pm EST

Features

❑ A new topic each month

❑ 60-minutes of content with continuous

live chat

❑ Real-time visuals and audio

❑ Downloadable handout materials

❑ Callers within the USA incur no long-

distance telephone charges.

❑ Same time, same place: Tune in the 1st

Wednesday of each month at 2 p.m.

Eastern time

Uses = Several

❑ In-service education

❑ Orientation

❑ Refresher course

❑ Issue update

Requirements = Some

❑ 1 computer with Internet connection

❑ Telephone with speaker function

❑ Chairs for participants

Restrictions = None

❑ Invite as many staff to participate as can

comfortably view a single computer screen

❑ Sign up for one topic, several or the entire

series (cheaper by the dozen)

❑ If you can’t participate in the live event,

order the recording of the Webinar (for the

same price) and listen when it’s more

convenient for you.

Sign-Up Bonus!

The first 20 people to register will receive a

free copy of No Strings Attached: Untangling

the Risks of Fundraising and Collaboration.

Involve your staff year-long in high-quality

training delivered right to your computer.

Web Seminar Pricing and Registration
Register for the entire series and realize a terrific saving of 34%.
Cheaper by the dozen: all 12 programs may be purchased for $399 — a

saving of $189 off the cost of buying topics separately. And remember —

there is no limit to the number of people who can participate for the single

registration fee.

Register for three or more topics and save 20%.
Any combination from 3-11 Webinars costs $39 each.

Register for a single topic for less than a $1 per minute.
Single Webinar costs $49 for one hour of information and Q/A.

To register for any of the options or packages described above, visit:

 www.nonprofitrisk.org/training/2005/webreg1.htm

Web Seminar Schedule and Faculty (2005/2006)
February 2 Employee or Independent Contractor? Making the Proper

Determination in Your Nonprofit (Melanie Herman)

March 2 Principles of Youth Protection (John Patterson)

April 6 Managing Special Event Risks: Practical Strategies for

Nonprofits (Melanie Herman)

May 4 Managing Young Service Recipients: Effective Discipline

and Control (John Patterson)

June 8 The Board’s Role in Risk Management (Melanie Herman)

July 6 Responding to Allegations of Abuse (John Patterson)

August 3 Insurance Basics for Nonprofits (Melanie Herman)

September 7 Contracting Do’s, Don’ts & Musts for Nonprofits

(Melanie Herman)

October 5 Conducting Effective Performance Appraisals in a

Nonprofit (Melanie Herman)

November 2 Staff Screening: What’s New and What You Need to

Know (John Patterson)

December 7 Managing Transportation Risk in a Nonprofit

(Melanie Herman)

January 4 Managing Legal Risks in a Nonprofit (Melanie Herman)

About the Faculty: Melanie Herman is executive director of the Nonprofit Risk
Management Center. Melanie advises nonprofits of all sizes on issues ranging from
managing legal risks to employment practices to insurance buying. John Patterson is
senior program director at the Center and a nationally known expert on youth
protection issues, volunteer risk management and staff screening.
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o matter how many firewalls, virus
protection software programs and
anti-spam devices are protecting

your computers the enemy can invade. Face
it; the spammers are just more driven by
profit, and the virus creators wily and one
step ahead of those who provide software to
protect the portals. “Legitimate” spammers
simply make money from any sales their e-
mails produce; “Phishers” pushing spam
requesting personal information are looking
to steal your identity; virus creators are
simply out to enjoy the damage their wares
create. Now is a perfect time to ask your staff
to resolve to surf safely on the Internet and
not to open e-mails from any source,
suspicious or known, with odd subject lines.

Safe Surfing
Upside: Internet research is

indispensable as it saves time and money.
Downside: your mission may indicate that
you travel to Web sites that indicate an
interest in products and services you don’t
desire.

❑ Proofread the URL you type into the
search engine BEFORE you hit “enter.”
Many common misspellings and letter
transpositions will take you to sites you
very much DO NOT want to visit!

❑ Narrow your search: Google,
(www.google.com) for instance, has an
advanced search that allows the user to
indicate the main category (funding
sources), a second subset (to nonprofits)
and sub-subset (Texas). You can also
indicate language, date, occurrences
(where it appears on the page), domains,
and “Safe Search” (to block adult sites on
a per-search or universal basis). Take a
few minutes and get familiar with the
advanced search features in the site you
normally use and some other search
engines. Check out the Advanced
Search feature on DogPile
(www.dogpile.com), AltaVista
(www.altavista.com), Web Crawler
(www.webcrawler.com), Yahoo
(www.yahoo.com) or Ask Jeeves
(www.ask.com).

❑ If you download files or programs from
the Internet be sure they are from a
trusted source and scan the files or

Practice Safe Surfing and
Defensive E-Mail

By Barbara B. Oliver

N
programs for viruses BEFORE opening
them. When in doubt, jot down the URL
and ask your IT person BEFORE you
download.

❑ Update your virus definition files
regularly. Set your computer to update
automatically at a time when your
computer will be turned on.

Defensive E-Mail
I think we all know now that there’s no

money waiting for us in Africa if we supply
our bank account numbers. However, spam
messages keep coming and coming and
coming. So many people out there must be
opening and answering them. Don’t let any
of these people be your staff members.

❑ BEFORE opening an e-mail from an
unknown person, check that the subject
line is legit. Be alert to strange spellings,
inclusion of symbols in the word (i.e.,
D!scount C1al,l!s). Don’t waste your time
adding the e-mail addresses to your e-
mail blocker’s “black list”; the next
message most likely will be a different
address.

❑ If you receive an unexpected e-mail-even
from someone you know-don’t open it.
Ask the sender (via e-mail or phone), it
the attachment is legitimate. If you can’t
verify legitimacy, delete the e-mail, then
write the sender an e-mail telling them
you’ve deleted the message and why.

❑ Disguise your e-mail address on your
Web site to avoid it being scraped off by
spammers. For example: if your e-mail
address is someone@nonprofit.org post it
as “someone at nonprofit.org.”

❑ Don’t respond to spam. Delete it. If you
click the “Remove Me” button from the
spam message, this just verifies that the
e-mail address is active and opens the
door to receive more and more and more
spam.

❑ NEVER EVER NEVER provide personal
information in response to an e-mail
message or follow a link provided “for
your convenience” in an e-mail that is
allegedly from your bank, credit card
company or anyone else! If you wish to
check if the message is legitimate, use
your known established safe shortcuts to
go the company in question. DO NOT
under any circumstance use any links
provided in the e-mail!

Many thanks to Walter Light whose adage
became the title of this piece and who added
technical expertise to the advice.

Reprints

To request permission

to reprint this article,

contact Barbara Oliver:

Barbara@nonprofitrisk.org

or (202) 785-3891.
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Risk Management MARKETPLACE
Welcome to the Risk Management Marketplace, a regular feature in Community Risk Management & Insurance.
Inclusion in the Marketplace does not constitute an endorsement by the Nonprofit Risk Management Center. To inquire
about space availability for future editions of the Risk Management Marketplace, contact Suzanne@nonprofitrisk.org.

1-877-888-2081 www.mariskpartners.com  

Rely on the experience of our staff. 

No matter how unique your situation, 
Munich-American RiskPartners has 

the talent and expertise you’re looking for. 
Specializing in alternative solutions, we help 

clients control the total cost of risk. 

And when it comes to stability, we’re the 
only alternative risk specialist that offers the 

resources of American Re—a member of 
the Munich Re Group—which has been 
standing behind its commitments and 

paying claims for over 86 years.

So call Munich-American RiskPartners  
with your alternative risk needs today. 

We’ll bring plenty of know-how to the table.

Seasoned.

Munich-American RiskPartners is a division of 
American Re-Insurance Company. Risks are underwritten by 

American Re-Insurance Company and other members of the Munich Re
Group. The Munich-American RiskPartners name and logo are 

trademarks of American Re-Insurance Company.

©2004 American Re-Insurance Company. All rights reserved.

No Departments
No Divisions

Charity First
One Market, Spear Tower, Suite 200
San Francisco, CA 94105
P 800.352.2761 • F 415.536.8561
www.charityfi rst.com

• Business Auto

• Crime

• Directors & Offi cers

• Employment Practices 
Liability

• Fiduciary Liability

• General Liability

• Property

• Sexual Abuse/
Molestation Liability

• Social Services 
Professional Liability

• Umbrella

• Workers’ Compensation

An entire company 
dedicated to insuring 
your nonprofi t 
organization. Our 
products and services 
are provided by the 
nation’s best-known 
and respected 
insurance companies. 
Established 1985. 
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• Protect customers and employees

• Prevent loss and litigation

• Preserve profits and credibility

Risk management?

It's common sense.

     

We are a nationwide provider of 
background checks for volunteer
organizations and risk-management
personnel.  

Contact:  Dean Weinhardt
                    (440) 542-2103
                    dweinhardt@intellicorp.net

IntelliCorp
an ISO Company
6001 Cochran Road

Suite 200
Solon, OH 44139

www.intellicorp.net

Minimize your risk. Protect our nation and
your organization. It's common sense.

GreatAmericanInsurance.com
© 2004 Great American Insurance Company

®

Specialized
Insurance for
Social Service
Agencies and
Non Profit
Organizations

Specialized
Insurance for
Social Service
Agencies and
Non Profit
Organizations

SPECIALTY HUMAN SERVICES DIVISION

www.hsd.gaic.com
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Remember when closing 
your eyes and hanging on 
tight were all you needed 

to feel secure?

800-253-3104
www.markelsocialservice.com

Now that you run a social service agency, your eyes are
wide open. Where others see only your good works, you
see that things can spin out of control. Markel sees things
your way, and can design an insurance program that 
protects your staff, clients, board members, and volunteers.

Feel secure with Markel.
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Education is when you read the fine print; experience is what you get when you don’t.

—  PETE  SEGER — Singer, Composer and Social Commentator

INSURANCE SPECIALISTS
FOR NONPROFITS
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Shipping & Handling
$1.50 for orders of $7.50 or less

$5.00 if subtotal is $7.51 - $25.00
$7.00 if subtotal is $25.01 - $50.00

$10.00 if subtotal is $50.01 - $75.00
$13.00 if subtotal is $75.01 - $100.00

Actual shipping cost will be billed for orders over $100.00,
Next Day UPS, or 2nd Day UPS.

Telephone: (202) 785-3891; FAX: (202) 296-0349

Mail or fax this form with payment to:

1130 Seventeenth Street, NW, Suite 210
Washington, DC 20036-4604

SUBTOTAL

Int’l Checks, please add $12.00

Shipping & Handling

TOTAL

Customer Information

 Name

 Title

 Org

 Address

 City                           State            Zip

 Tel        (            )

 FAX      (            )

 E-mail

 Method of Payment
 �  Check enclosed   �  P.O. # ____________________
  Charge my: � Visa  � MasterCard  � AmEx

  Card No.
  Exp. Date
  Signature

New Address!

New Address!

Call (202) 785-3891 to inquire about
quantity discounts.

Order online at
www.nonprofitrisk.org

Visit www.nonprofitrisk.org for a complete description of all
current titles, including tables of contents. Also available: e-books—
download our current titles and save shipping and handling costs.

*The RIsk Management Essentials Series includes: Coverage, Claims &
Consequences; Staff Screening Tool Kit; Pillars of Accountability; No
Surprises; Ready in Defense; Enlightened Risk Taking; and Vital Signs.

Products / Publications Order Form Price     No.       Total

NEW! Risk Management Essentials Series in a handy totebag* (free shipping!) $129.00

NEW! Pillars of Accountability: A Risk Management Guide for Nonprofit Boards $12.00

NEW! Staff Screening Tool Kit—3rd Edition $30.00

No Surprises: Harmonizing Risk and Reward in Volunteer Management—3rd Edition $15.00

The Season of Hope: A Risk Management Guide for Youth-Serving Nonprofits $30.00

Managing Facility Risk: 10 Steps to Safety $15.00

Playing to Win: A Risk Management Guide for Nonprofit Sports & Recreation Programs $20.00

Ready in Defense: A Liability, Litigation and Legal Guide for Nonprofits $20.00

A Golden Opportunity: Managing the Risks of Service to Seniors $20.00

Enlightened Risk Taking: A Guide to Strategic Risk Management for Nonprofits $25.00

Enlightened Risk Taking: The Workbook $15.00

Nonprofit CARESTM –Version 2.0—Computer Assisted Risk Evaluation System (visit www.nonprofitcares.org to order!)

Coverage, Claims & Consequences: An Insurance Handbook for Nonprofits $30.00

Vital Signs: Anticipating, Preventing and Surviving a Crisis in a Nonprofit $20.00

Full Speed Ahead: Managing Technology Risk in the Nonprofit World $25.00

Taking the High Road: A Guide to Effective and Legal Employment Practices for Nonprofits $45.00

No Strings Attached: Untangling the Risks of Fundraising & Collaboration $15.00

More Than a Matter of Trust: Managing the Risks of Mentoring $15.00

Managing Special Event Risks: 10 Steps to Safety $12.00
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